“Identity Theft In E-Commer ce”

Our last article examined Open Source Software, and itsimpact on E-Commerce.
Specificaly, the differentiation between Open Source and Closed Source Software was
defined, the history of the development of various Open Source Software projects were
examined (Linux, Apache, PostgreSQL, and MySQL), the advantages and disadvantages
of Open Source Software was reviewed, and the impact of these Open Source Software
tools on E-Commerce was also examined.

This article continues with the theme of E-Commerce. However, we will be looking at a
problem which is becoming rampant today: Identity Theft. Every where go, and
everywhere you read, there is always a case of ID Theft occurring on ailmost adaily basis.
First, it was ssimply stealing a Credit Card Number or a Bank Account Number, but now
ID Theft is occurring on amuch larger scale, where it affects millions of people al at
once. Aswe move more towards awireless and mobile world, people who launch 1D
Theft attacks are becoming much more sophisticated in the manner in which these attacks
are launched. We are also seeing atrend today where large corporations are becoming
very complacent in protecting their customer databases from ID Theft attacks. There are
also trends occurring where small, Wirel ess devices with enormous storage capacity
being used in ID Theft, and confidential information is even sold on the Internet in
auctioning processes.

This article will review and examine ID Theft, with the ultimate goal of making you
proactive in protecting your identity. Specifically, this article is divided into the
following sections:

1) A Formal Definition Of Identity Theft, And The Need To Be Proactive In Protecting
Your Identity;

2) Rea World Examples Of Identity Theft;
3) Where Identity Theft Can Occur;

4) How To Protect Y ourself From Identity Theft.

A Formal Definition Of Identity Theft, And The Need To Be Proactive In Protecting Your
| dentity

Theterm “Identity Theft” has literally become a catch all phrase for any type of
information which is stolen, whether the information is private or public. Therefore, itis
important at this point to provide a specific definition of Identity Theft. For purposes of
this article, Identity Theft can be defined as “The act of impersonating another, by means
of using the person’s information, such as birth date, Social Security number, address,
name, and bank account information” (SOURCE: 1). Although the act of simply
stealing one’s confidential information is a crime, the key factor to be distinguished here



isthat thisinformation is then used to claim to be somebody else (in other words, when
somebody el se assumes your identity as their own) with the ultimate goal for financial,
monetary, and material gain. Itisaso important at this point to make the distinction
between ID Theft and ID Fraud. 1D Fraud simply involves making unauthorized charges
and transactions to any financial accounts you may have. For example, ID Fraud
“....consists mainly of someone making unauthorized charges to your credit card.”
(SOURCE: 11). Remember, the keyword between ID Theft and ID Fraud is

impersonation.

ID Theft simply used to mean the theft of personal information, as the definition states.
However, with the growth of E-Commerce, the Internet, On Line Shopping, and Wireless
capability, the definition of ID Theft can extended to include such things as the theft of
usernames and passwords; the hijacking and theft of network login sessions; the theft of
data packets, hijacking into the customer databases of |arge corporations; and so forth.
Redly, in away, the growth of E-Commerce and especially Wireless has compounded
the problem of ID Theft even more. Essentialy, it can happen to anybody, at anytime,
and worst yet, at very unpredictable extremes in the way that information can be stolen.
For example, ID Theft can occur by a person simply rummaging through the garbage
cans at the local dumpster (the technical term for thisis known as “ Dumpster Diving”,
and will be discussed later), or ID Theft can also occur at your workplace, especialy if
you do most of your work viatelecommuting over a Wireless connection. Imagine
yourself sitting in a Café at the airport, and you are waiting for your flight. More than
likely, you will be preoccupied with that all important business meeting. Y ou connect
your laptop computer to the Wireless, or “Hot Spot” connection at the café, and you
access your work e-mail and important, as well as confidential customer data. But how
do you know if the Wireless connection isfor real? For example, there could be a person
sitting right next to you, and this person could have set up a fake Wireless access point,
and you have actually logged into that, thinking you have really connected to a safe,
encrypted, and legitimate Wireless connection. Now, this person has al the access to
your usernames and passwords, and customer information as a result of that fake, or
“rogue” Wireless access point, and you are completely oblivious to al of this (this
particular scenario is known as“The Evil Twins’, aform of a “Man In The Middle
Attack”, and will be discussed later in the article).

However, despite the proliferation of 1D Theft today, the ironic fact is that people are still
reactive in protecting their confidential and personal information. The attitude seemsto
be, “Well, why should | care, it can’t happen to me, because it has happened to the other
person”. Wéll, the truth of the matter isthat | D Theft can happen to you. The same
mantra | give to business owners | am going to bring down to the level of the individual:
Why not be proactive now, and take the necessary steps to protect your elf as much as
possible, so that the chances are greatly reduced that you will not become avictim of 1D
Theft? Why wait to become a victim, then take the steps to protect yourself? Later in
this article, we will review and examine protective steps you can take to avoid ID Theft.

The truth of the matter is that becoming avictim of ID Theft can be just as damaging asit
can beto alarge corporation. For example, it could take you years to reclaim your



identity, and to establish your good reputation and good credit once again. And the worst
part of it isthat once you do become avictim of 1D Theft, more than likely, the tables
will be turned against you, and you will find that people will be unsympathetic. Thisis
especially true when it comes to obtaining loans, lines of credit, or even a credit card.
Banks and financia institutions will not see you as avictim of 1D Theft, rather, they will
focus on that Credit Score, which of course will probably below. Thus, it may be close
to impossible to get aloan or establish any kind of credit. Probably the scariest fact of ID
Theft isthat it is not something which happens to you right away-it could take until you
realize that you have become avictim of 1D Theft-and by that you redlize it, the damage
has already been done.

The bottom lineis that why go through all of this pain and misery when al you have to
so isjust be proactive in protecting to the best of your abilities your personal and
confidential information?

Real World Examples Of Identity Theft

This section of the article details some of the magjor 1D Theft incidents which have
happened recently, just within the past few months. The incidents which follow are those
that have happened here, in Corporate America. Theseincidentsinvolve ID Theft of
either customer or employee information. While the goa here is to make you aware of
the gravity of ID Theft, these incidents of ID Theft also further drive in the point of how
reactive as a society we are with regards to issues of security, and the need to be
proactive and highly security conscience. But, these examples of 1D Theft incidents also
raise another issue: Accountability and Responsibility. Interms of Accountability, while
we have Sabanes-Oxley legislation in place for accounting and financial controls, we aso
need to have some sort of legislation mandated that holds Corporate Americafor the
unauthorized dissemination of the confidential and proprietary information of employees
and customers. In terms of responsibility, the “blame game” in Corporate America hasto
stop, and measures have to be put in place so that the “blame game” does not keep
proliferating to the point that the victims are completely forgotten about. If ID Theft has
occurred at a corporation in which employee or customer information has been
compromised, responsibility has to be assumed, and remedies immediately provided to
the victims. In some of these examples that follow, ID Theft occurred at a place of a
third party. So while remedies were eventually provided to the victims, there was
certainly the “blame-game” and the “fingerpointing”. Responsibility also includes public
disclosure and notifying victims of 1D Theft. Currently, except for in the state of
Cdlifornia, there is no legislation requiring corporations to publicly disclose cases of 1D
Theft (SOURCE: 10). So whilewe are just now hearing cases of major ID Theft, itis
quite likely that ID Theft could have been happening for along time at various
corporations, without anybody knowing about it.

A Case Of ID Theft: Stolen Credit Card Information



Thisis probably the most recent, widespread case of 1D Theft. In this situation, over 40
million credit cards were exposed to possible fraud. These credit cards included 22
million Visacredit cards and 14 million MasterCard credit cards. How did this happen?
Apparently, the root cause if thiswas at athird party credit card payment processor. A
hacker was able to install a script at one of the servers of this third party processor, which
extracted data on certain kinds of financial transactions. The datathat was extracted
included the names of customers, and credit card account numbers (SOURCE: 2).
However, it was later discovered that out of the 14 million MasterCard credit cards
compromised, only 68,000 were considered to be at high risk for ID Theft (SOURCE: 3).
Whilethisisonly .4% of the total number of credit cards compromised, remember, there
are sill 68,000 people at risk, if you think about it in absolute terms.

A Case Of ID Theft: Missing Customer I nformation

Citigroup, the nation’ s largest financial services company, lost account information on
3.9 million customers of its CitiFinancial subsidiary. The tapes which contained the data
on the customers was stored in a“small box”, and apparently disappeared en route to a
credit reporting agency. When the credit report agency did not receive this “small box”
containing the data tapes, it alerted Citigroup. The data which went missing included
Social Security numbers, names of customers, as well as loan and account information
(SOURCE: 4).

In another similar case, Ameritrade reported that information on up to 200,000 customers
could be missing. Apparently, a package containing 4 back up tapes went missing.

Three of the four tapes have been recovered, but the fourth one remains missing. The
missing back up tape contains information on customers. The tapes were presumed to be
misplaced by a shipping company that Ameritrade utilizes (SOURCE: 5).

A Case Of ID Theft: Missing Employee Data

Time Warner reported that data on 600,000 of its employees went missing. The datawas
stored on back up tapes, and was lost by athird party, an outside storage company. The
data lost were employees of either Time Warner, or any of its subsidiaries, going back all
the way to 1986. The data missing includes names and Social Security numbers of
employees (SOURCE: 6).

A Case Of 1D Theft: Missing Customer Usernames and Passwor ds

Lexis Nexis, alarge provider of various news and business information services,
announced that Usernames and Passwords from a recently acquired company, Seisint,
were compromised. This affects as many as 32,000 individuals (SOURCE: 7). Later,
Lexis Nexisthen claimed that up to 10 times as many individuals could be affected, or
about 310,000 peoplein total. Other missing information from this incident includes
addresses and Social Security numbers. It isstill amystery how the Username and
Passwords were compromised (SOURCE: 8).

A Case Of ID Theft: Missing Database I nfor mation



In another related incident earlier this year, Choice Point, a national provider of

credential verification services announced that up to 140,000 people in its database could
have been victims of ID Theft. It isinteresting to note that thisform of ID Theft did not
occur because of a script or mishandling of information by athird party, but by aform of
“Socia Engineering”. Criminals posed as legal business entities were able to gain access
to the information stored in the databases. The information stolen includes names of
people, addresses, Social Security numbers, and various credit reports (SOURCE: 9).

Where Identity Theft Can Occur

As stated previoudly in this article, ID Theft can happen to anybody at anytime without
even knowing about it. Earlier cases of ID Theft would simply involve theft of credit
cards, financial statements, or checks. But with the proliferation of the Internet,
especially Wireless applications, there are many more types of 1D Theft which explode
on adaily basis. It seemsthat hardly one type of ID Theft has been resolved, 10 new
types of 1D Theft appear. The main problem isthat legislation and improvementsin
security technology simply cannot keep up with the new types of ID Theft which occur
all of thetime. So, it all comes down to the bottom line that the end user hasto be
proactive, educated, and take protective steps now in order not to become avictim of ID
Theft.

The goal of this section isto do just that: To educate, you the E-Commerce business
owner asto where ID Theft can happen, the types of ID Theft which can occur, and in
what ways ID Theft can be used for financial or material gains. Obviously, the topics
reviewed in this section are not al inclusive. It would be nearly impossible to list al of
the ID Theft scenarios which can happen. Instead, the major scenarios will be reviewed.
This should at least make you aware of what can happen with ID Theft, and raise your
level of security awareness.

Where Identity Theft Can Occur

Identity Theft can occur at different places (such as your place of business or on the
Internet), and at almost anytime, day or night. The following are some of the major
venues in which ID Theft can occur, each will be reviewed in more detail:

*Social Engineering

* Dumpster Diving

* Phishing

*Internet Access. Adware, Malware, and Spyware

*Wireless. Network Sniffers, MAC (Media Access Control) Address Control, Rogue
Access Points [The Evil Twins (form of aMan In The Middle Attack)], and Wardriving



*Pharming
*Shoulder Surfing
*Skimming

Social Engineering

The concept of Social Engineering was introduced in the article “Threats To E-
Commerce Servers-Part I”. However, it was introduced in away as to how it can affect
an E-Commerce Server. In thisarticle, we will examine it from the standpoint of 1D
Theft. Inthis context, Social Engineering can be defined as“. . . . the practice of conning
peopleinto revealing sensitive data on a computer system . ..” (SOURCE: 12).
However, Social Engineering attacks do not just happen on the computer, they can also
be face to face, as demonstrated in the fifth real world example of ID Theft.

There are three main types of Social Engineering attacks:

-Ego Attacks
-Sympathy Attacks
-Intimidation Attacks

With Ego Attacks, the attacker triesto garner information by praising the victim. So for
example, as an E-Commerce Business owner, you could receive an e-mail or a phone call
praising you and your company (such as “Hey congratulations on those great sales
numbers! Tell me more about your marketing strategies and your customers. . ..”, or
“You've got a great looking E-Commerce Website, tell me more details about it . . ."),
and inflating your ego up to the point where you will readily give out confidential
information about your business without even thinking about what is actually happening.
It isjust human nature to feel great when we are praised, and not think twice about the
information we are revealing. In aface to face situation, the attacker will try to find
employees at a business or organization who feel they are undervalued and
underappreciated. Obvioudly, the attacker then becomes a popular and receptive
audience for this undervalued employee, as they can now demonstrate their superior
knowledge which they felt has gone unnoticed otherwise.

With Sympathy Attacks, the attacker plays upon the compassionate and tender feelings of
the victim, in order to get confidential information. Probably the best example of this|
can remember have been those e-mails | used to get from people claiming to be from
Africa, that some relative has died leaving lots of money behind, and the government of
this African country is blocking the inheritance of this money. The e-mail would then
state this person supposedly from Africaislooking for a trustworthy and sympathetic
person in the United States with a bank account in which this money can be transferred
into. The bottom line: All that was really wanted was your bank account information
and bank account number. In afaceto face situation, the attacker “. . . .pretendsto be a
fellow employee (usually anew hire), contractor, or a new employee of avendor or



strategic partner, who just happens to be in areal jam and needs assistance to get some
tasks doneimmediately” (SOURCE: 13). In this scenario, the attacker create a sense of
urgency and rush in order to get as much confidential information as possible.

Intimidation Attacks tend to happen more in face to face situations, rather than by the
Internet or computer. In this situation, the attacker is pretending to be some sort of
authority figure within the organization or business. The attacker targets victimsthat are
at lower levels of the hierarchy of the business or organization, such as help desk
personnel and administrative assistants, whom have accessto all sorts of confidential
information. Once again, the attacker uses the ploy of “timeis of the essence’, and that
critical information (such as a password) is needed right now, at this moment. If
information is not forthcoming easily from the help desk personnel or administrative
assistant, the attacker then intimidates that employee with disciplinary action in order to
create a sense of fear, so the employee will give out the information.

Finally, with regardsto Social Engineering in relation to 1D Theft, attackers tend to focus
on individuals and not on groups, and “. . . . concentrates on the weakest link of the
information security chain-people” (SOURCE: 14).

Dumpster Diving

Dumpster Diving can be defined as*“. . . . the practice of rummaging through trash,
whether commercial or residential, to find items of use that have been discarded. It takes
advantage of the fact that as awhole, people and businesses are very wasteful”
(SOURCE: 15). When we envision the term Dumpster Diving, normally the image of
homeless and poor people rummaging through garbage land fills comes into mind.
However, today, thisis not the case. Dumpster Diving is now becoming the method of
choicefor ID Theft. Thisis so because people and businesses simply throw out their
confidential and private information, such as bank statements, credit card bills (aswell as
other types of bills), business information, customer data, etc. “Dumpster Divers’
however just do not look for information on paper, they look for anything that has
information, such as hard disk drives, magnetic tape media, etc.

To prove how damaging Dumpster Diving can be, consider this example. A woman in
Tampa, Florida, was avictim of ID Theft. The thieves“racked” up $80,000 in debt in
this woman’s name, and totally ruined her credit. And to make matters even more worse,
awarrant was issued for thiswoman’'s arrest. How did all of this happen? Because her
identity was stolen through an act of Dumpster Diving (SOURCE: 16) .

Currently, to the knowledge of the author, thereis no law against Dumpster Diving. In
fact, it isamazing just how much information there is on the Internet about Dumpster
Diving. Using any search engine (best results come when using Google), simply typein
“Dumpster Diving” and you will find awealth of information.

What is the best way to protect yourself or your business from Dumpster Diving? Well,
one solution would be to rotate on adaily basis the times in which you dump trash. But



really, the best defense against Dumpster Diving is simply using a shredder, and
shredding all of the documents that are destined for the Dumpster. However, as common
sense as it may sound, you also need to consider the manner in which your documents
will be shredded. There are two types of shred available: Cross Cut (also known as a
Confetti Cut™), and Strip Cut. With a Strip Cut, the documents are cut into long strips.
But, the key to point to remember with this type of shred isthat if a Dumpster Diver had
the patience and time, documents with a Strip Cut can be reconstructed.. Therefore, itis
best to use a Cross Cut, as the documents are broken down into smaller bits, and cannot
be reconstructed. Also, if you get rid of hard disk drives and other types of storage
media, make sure that you reformat all devices, and all information and datais deleted
from them. Asan extrastep of protection, also, render the storage devices physically
useless, such as taking apart the hard drive, etc. Thisway, even if the Dumpster Diver
does get access to a storage device, thereislittle they can do with it physically.

Phishing

Phishing can be defined as“. . . . atype of security attack that relies on social engineering
in that it lures the victim into revealing information based on the human tendency to
believe in the security of a brand name because they associate the brand name with
trustworthiness’ (SOURCE: 17). Based upon this definition, Phishing isjust another form,
or variant of Social Engineering. The key point to remember about Phishing is that you
are conned or otherwise deceived into revealing your private and confidential
information. Phishing attacks can occur in different forms, and in different levels of
complexity. For example, a Phishing attack may just as easy as having the thief give you
acall and claim that they are a representative of your credit card company, and they need
your credit card number and Social Security number for security purposes, or an attack
can be as complicated as an attacker targeting specific e-mail addresses and directing
innocent victims to a fake webiste which looks like the real thing.

Regardless of how an attack is launched, if you become avictim of it, there are pretty
serious consequences in both time and money. For example, consider this real world
scenario. A victimin Indianapolis, Indianareceived an e-mail from PayPal. The e-mail
looked real enough. The message of the e-mail stated that this PayPal was updating its
security agreement with its members, and that this certain person had to agree to the new
terms of the agreement, and until then, this certain person’s account would be put on
hold. This person then clicked on the link which went directly to what looked like
PayPal’ s real website. The person then entered his Username and Password, then after
that, the damage was done. The victim discovered that the Phishing scammer used their
Username and Password purcahsed various items in England, and bid on auctions on
eBay. In order to prevent any other fraudulent transactions from occurring, the victim
and hiswife had to go to their bank for two weeks straight in order to screen and confirm
any transactions before they were processed by the bank. According to the victim: "We
physically lost nothing but time. . . . For two weeks it was just agonizing" (SOURCE:
18).

Most Phishing attacks today occur over the Internet, primarily viae-mail. The content of
these Phishing e-mails range from purchasing products online at a phony online store to



stating that your business account with a company has a security risk or threat associated
with it, and that you need to click on alink provided which will take you to a phony
website (albeit, it looks like the real thing at a cursory glance) in which you can submit
your account information. Companies such as eBay, Citibank, and America Online, as
well as anumber of other financial institutions have been used in Phishing schemes.
There are a couple examples of Phishing e-mailsincluded in this article, and they will be
reviewed as to the clues one should look for in a Phishing e-mail.

How does Phishing work? (Thisisaso illustrated in “A Diagram Of A Phishing
Attack”). From atechnical standpoint, an attacker first hijacks a server, or any other type
of computer. This server, or computer now becomes what is known as a*“Zombie
Computer”. Itisfrom this“Zombie Computer” that the attacker uses to launch the
thousands and millions of e-mails with the “spoofed” domain address to the computers of
innocent victims. A “spoofed” domain addressis simply a Domain Address (or also
known as a Web Address) which upon first glance looks like alegitimate and authentic
address, and does not ook suspicious. However, if one wereto try trace back the origin
of the Phishing e-mail, the history would show that the Phishing e-mail originated from a
“Zombie Computer”, which most of the time, is alegitimate computer. Thisisoneway a
person launching a Phishing attack can mask themselves from the outside world.

Next, the content of the Phishing e-mail consists of some time sensitive or urgent call to
action message on part of the customer. Since most of today’s e-mail can be accessed via
aWeb Interface and allows users to see the content in an HTML format, this allows for
Phishing e-mails look like area and legitimate message from a company the customer
has known and trusted, and has spent money buying the company’ s products and

services.

Finally, the Phishing e-mail will always consist of some sort of Web Link or HTML form
in which the customer will be directed to a phony website (after clicking on the Web
Link) or be tricked into submitting their private and confidential information on the
HTML form. Once the conned customer has submitted their information, the information
isthen collected into a database for subsequent use by the person launching the Phishing
attack (also known as a*Phisher”).



A Diagram Of A Phishing Attack
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Phishers are now using more sophisticated ways in which to launch attacks. Rather than
simply blasting out mass e-mails and having only a certain percentage of customersfall
victim, Phishers are now sending out alimited number of e-mails, and only targeting a
certain group of customersin order to get a higher percentage rate that will become
victims. For example, typically, Phishing e-mails are not personalized, but now thereis
an increasing trend in which they are becoming much more personalized, such as
including a customer’ s name, complete e-mail address, and even bank account
information, such as the customer’s bank account number. The Phishers get thislevel of
personalized information and data by purchasing it from other individuals who have
initially stolen it. The goal behind these personalized e-mailsisto make them look like
more the “real thing”, and have the customer give up even more confidential information
by further verifying financial account information.

Another more sophisticated method Phishers are using are what as known as “ Trojan
Horses’. “Trojan Horses” are described in more detail in aprevious article, "Threats to
E-Commerce Servers-Part I". These Trojan Horses contain a“keylogger program” which
are“ . ... built specifically to capture login names and passwords for online bank
accounts and to send them to the attackers. . . [and] typically exploit vulnerabilitiesin
Microsoft's Internet Explorer browser program” (SOURCE: 19). Thesetypes of Trojan
Horses can be unknowingly downloaded by visiting fraudulent website, opening up e-
mail attachments which contain the Trojan Horse source code, or by downloading other
types of software.
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National Credit Union Administration

Account Info Verification

Dear FCU holder account,

As part of our security measures, we regularly screen
activity in Federal Credit Unions (FCU) network.

We recently noticed the following issue on your account: A

recent review of your account determined that we require
some additional information from you in order to provide
you with secure service. Case |ID Number: PP-065-617-
349 For your protection, we have limited access to your
account until additional security measures can be
completed. We apologize for any inconvenience this may
cause. Please log in to your FCU account to restore your
access as soon as possible.

You must click the link below and fill in the form on the
following page to complete the verification process.

Click here to update your account

In accordance with NCUA User Agreement, your account
access will remain limited until the issue has been
resolved. Unfortunately, if access to your account remains
limited for an extended period of time, it may result in
further limitations or eventual account closure. We
encourage you to log in to your FCU account as soon as
possible to help avoid this. We thank you for your prompt
attention to this matter. Please understand that this is a
security measure intended to help protect you and your
account.

We apologize for any inconvenience.

| Share Insurance | Resources for Credit Unions | Resources for Consumers | News | Search |

About NCUA

The National Credit Union
Administration (NCUA) is the
independent federal agency
that charters and supervises
federal credit unions. NCUA,
backed of the full faith and
credit of the U.S.
government, operates the
MNational Credit Union Share
Insurance Fund (NCUSIF)
insuring the savings of 80
million account holders in all
federal credit unions and
many state-chartered credit
unions. During the 1990s and
into the 21st century, credit
unions have been healthy
and growing. Credit union
failures remain low and the
Share Insurance Fund
maintains a healthy equity
level. The National Credit
Union Administration (NCUA)
is comitted to maintain a safe
environment for over 80
million account holders in all
federal credit unions and
many state-chartered credit
unions. Protecting the
security of holders account
and of the Federal Credit
Unions (FCU) network is our
primary concern.



The— Safe
Way to Pay

Dear PayPal ® valued member,

Is has come to our attention that yvour PayPal Billing Information records are out of date.

That requires you to update the Billing Information.

Failure to update your records will result in account termination. Please update your
records in maximum 72 hours. Once you have updated them, your PayPal session will hot be
interrupted and will continue as normal. Failure to update them will result in cancellation of
service. Terms of Service (TOS) violations or future billing problems. Please follow the link below
and update your account information:

https:/www. paypal.com/cgi-binfwebscr?cmd=_login-run

Thank you for using PayPal!
The PayPal Team

‘Your monthly account statement is available anytime; just log in into your account at
https:/fwww.paypal.com/us/HISTORY. To correct any errors, please contact us through our Help Center at
https:/fiwww.paypal.com/us/HELP.




There are two images of actual Phishing e-mails above. | have included them to show
what a Phishing e-mail looks like, and the ways you can ascertain if an e-mail you
receiveisaPhishing e-mail. Here are the clues:

1)

2)

3)

4)

5)

6)

Typicaly, financial institutions and |legitimate businesses do not send out e-mailsto
their customersto verify or update their account information, given that e-mail,
although avery convenient tool for communications, is also very insecure.

Both of the Phishing e-mails are not personalized, it just has a general form of
salutation. As stated before, Phishing e-mails are not personalized, but the trend now
isthat they are becoming personalized in order further deceive the customer that the
e-mail isthereal thing. Thus, there is now the need to take extra precaution.

Both of these Phishing e-mails contain some sort of time sensitive or urgent message
which entices or pressures the customer to take action, using such techniques as
freezing, putting limitations upon, or deleting the customer account.

All Phishing e-mails contain aWeb link or some sort of HTML form in which wither
the customer clicks upon or fillsout. If the Phishing e-mail hasaWeb link in it, the
customer is directed to a phony website, but looks like areal and legitimate website.
Usually, the Web links in a Phishing e-mail are what is known as “masked links’. In
other words, the links in the e-mail look real, but in reality, they take you to a
completely different Web address. How can you tell if thelink in the email is
masked? It's actually quite ssimple. First, pay careful attention to thelink asit is.
Then put your mouse pointer over the link, and another link should appear. If these
two links are the same, then it is probably not a masked link. But if the links appear
different, then it is probably a masked link. For example, consider the Phishing e-
mails above. In thefirst example, thereisalink which says* Click here to update
your account”. But after you put your mouse pointer over the link, the link that then
appearsis “http://211.155.17.246/.n/index.htm”. The same holds true in the second
example. Thelink provided in the email in order to update your account information
is“https.//www.paypal .com/cgi-bin/webscr?cmd=_login-run”. However, when you
put your mouse pointer over thislink the link that then appearsis

“http://paypal .com.login-suer2947.info/webscr.php?cmd=LogIn”

Usually all Phishing e-mails contain misspelled words. But thisis often the casein
the subject line of the e-mail or in the name of the person who has sent the e-mail in
the header section.

In order to avoid being detected by Spam Filters, the actual message in the Phishing
e-mail is embedded into an image, such as the two examples above.

To see more examples of Phishing e-mails, go to thislink:
http://www.anti phishing.org/phishing_archive.html

Thisisthe website of the Anti Phishing Working group.



Apart from the above mentioned clues, there are also a number of key phrases that are
commonly in Phishing e-mails. They are:

“Owing to the large number of cases of identity theft, you must confirm your banking
information. If you do not, access to your account will be suspended.”

“...We believe that someone has attempted to illegally access your bank account.
Please compl ete this form to enhance the security of your account.”

“...0ur technical teams are currently updating our software. Please confirm your
personal data...”

“...If your current information is not updated, your purchasing rights will be restricted
in five days.”

SOURCE: 20

Phishers can also modify the Web address of a company in such away that “. . . at
first glance [it] appearsto be the name of awell-known company but is slightly
altered by intentionally adding, omitting, or transposing letters” (SOURCE: 21). For
example the Web address of HTG Solutions is www.htgsolutions.com. In aPhishing
e-mail, it can be altered so that it reads www.htgssol utions.com”,
“www.htgsolutionss.com”, or “www.htg-sol utions.com”

How do you protect yourself from becoming avictim of Phishing? The best line of
defenseisto simply be proactive and be alert to the e-mail messages you receive. The
examples and guidelines reviewed above should help you to decide if an email you
receiveis aPhishing e-mail or not. Andif you determine that you have received a
Phishing e-mail you havetoisright click and delete. | have a saying which | often tell
contacts and clients: “If in doubt, simply delete, or do not download.”

Also, you can report any Phishing e-mail scams you receive so other people will be aware
of it. For example, if you receive a Phishing e-mail from afinancial institution, forward a
copy of the Phishing e-mail to the legitimate financial institution so that they can conduct
an investigation. Y ou can also report Phishing e-mail scamsto the Anti-Phishing
Working Group (www.antiphising.org). This group is recognized as one of the leading
groups in combating Phishing scams. Make sure you visit their website frequently for the
latest news about any Phishing scams which have emerged.

However, Phishing is a problem that is not going to be coming to an end any time soon,
rather the trend of it islikely to increase as well asthe level of the sophistication of the
attacks. For example, one study showed that there was a 226% increase in the number of
Phishing Attacksin May over the previous month. The study attributed this trend towards
the use the use of "botnets". "Botnets" are hijacked servers which are used to pump out
massive amounts of Phishing e-mails. Another study showed that a security company had



to protect its customers numbering in the millions from Phishing Attacks in the month of
June--in fact, a 71% per day increase over the previous month (SOURCE: 27).

I nternet Access: Adware, M alware, and Spywar e

Today, we keep hearing the terms of “Adware”, “Maware”’, and “ Spyware” in cases of
ID Theft. Very often, these terms are used synonymously with each other, but in reality,
they al mean something different, and have different effects. So, itisat thispoint, itis
important to note the differences between these three terms.

Adware can be defined as”. . . . a software application that can display advertising
banners while the program is running or via some other triggering mechanism [and are]
often integrated into free applications as away for devel opersto recover costs or generate
revenue’” (SOURCE: 22). Maware can bedefined as”. . . . asoftware that specifically
designed to destroy or harm other softwares or networks. These type of software carries
deadly virus that can cripple a network system” (SOURCE: 23). And, Spyware can be
defined as“. . . .aprogram that surreptitiously monitors your actions. While they are
sometimes sinister, like aremote control program used by a hacker, software companies
have been known to use Spyware to gather data about customers’ (SOURCE: 24).

To note the differences, Adware is ssmply those pesky Pop Up Ads that appear in your
Web browser, Malware consists of worms and viruses which are designed to damage
your computer or literally choke off a network, and Spyware is software which literally
“spies’ on you without your knowledge and capture your Username and Password when
visit Websites that require them. It isthe use of Spyware which is causing an upwards
trend in ID Theft today, as well as concern in the E-commerce sector.

Spyware can be further broken down into two categories. Surveillance Spyware and
Advertising Spyware. The former can be defined as“. . . . key loggers, screen capture
devices, and trojans . . .”, and the latter can be defined as“. . . software that isinstalled
alongside other software or via activex controls on the internet, often without the user's
knowledge, or without full disclosure that it will be used for gathering persona
information. . . . Advertising spyware logs information about the user. . . . including. . .
.web browsing history, online buying habits. . ..” (SOURCE: 25).

Y ou get Spyware when you connect to the Internet. This can be done either when you
download your e-mail or surf the Web. When opening up your e-mail, as ageneral rule,
do not open up attachments that you are not expecting to receive, or cannot confirm the
identity of the sender. Be especially careful of attachments which have the file extension
types of .exe, .pif, .zip, .com., .bat, and .src. Very often these attachments will contain a
Spyware program, and can install itself on your computer without you ever knowing
about it after you click on the file. When you surf the Web, you have probably noticed
various types of Advertising Spyware which prompts you to click on alink for more
information. Just like Phishing, be careful and do not click on these links, because
behind these types of Advertising Spyware, will be a program which will install itself on
your computer. One of the most frequently seen of the Advertising Spywareis:



Warning! e x|

Your PC'z hiard drive could be infected with spuware and/ar adware,
Click. OF. ta zcan your systemn now Absalutely Free to check for these infected files. _DK _l

There are also other ways in which you can unknowingly get Spyware onto your
computer system:

Whenever you download software, there is often an End User License Agreement
(also known asa“EULA”) which you must read and abide by the terms and
conditions. Only after agreeing to these terms and conditions, are you then allowed to
download the software. Y our agreement to having the software placed on your
computer is often buried in long and complex legal jargon in the EULA. Therefore,
the end user just simply scrolls through the EULA, and simply clickson the | Agree’
button, assuming that the software is safe to use, and that it comes from alegitimate
source. People who launch Spyware attacks use this type of vulnerability in order to
exploit customers of E-Commerce businesses.

During the course of afile transfer. Whenever you are connecting to another
computer to transfer files (also known as a*“Peer To Peer” file transfer, because you
are sharing files over a“Peer To Peer” network, an example would be the sharing of
music files), Spyware programs can hide out in group directories, and infect
computers as users search for certain files.

How do you know if your computer system is infected with Spyware? The following are
the most common symptoms:

1)

2)

3)

4)

5)

Y our computer is running slower than normal: 'Y our computer may be sluggish, slow
to boot up, or take along time to connect to the Internet.

New Toolbarsin your Web Browsers. Spyware programs can install new tool barsin
your Web browser, which you did not intentionally install.

New Shortcuts on your desktop: Y ou may notice new shortcuts to application
programs on your computer which you did not intentionally create.

New Homepage in your Web Browser: Spyware programs can change the default
homepage to different hompage.

New and different Search Results: Spyware programs can change the results of a
Web search you have just launched, and direct you to various other websites which
are not relevant to your Web search.

With the explosion of Spyware, there have been numerous vendors coming out with
different types of software products in order to combat Spyware, known as “ Anti-

Spyware Software”. However, there has been a new trend now in which creators of
Spware programs are now targeting the vulnerabilities and weaknesses found in the



“Anti-Spyware Software” themselves. So for example, you may be thinking that you are
purchasing and downloading a perfectly legitimate “ Anti-Spyware Software”, but in fact,
thereis agood chance that this software will have a Spyware program initself. Thisis
now known as “ Anti-Spyware Spyware”. Why isthistrend occurring: There are two
reasons.

1) Hackerstend to go after something which iswidely publicized or widely used. And
although many companies have deployed some sort of security software, this could
subsequently a become a "rich target environment” for Spyware attackers, because as
Spyware security concerns grow even more into the future, they will become well
known and publicized.

2) There has not been much public pressure or public scrutiny on security companies to
acknowledge and fix problemsin the Anti Spyware software code.

SOURCE: 26

What is the best way to prevent from getting Spyware? There are vendors out there with
many Anti-Spyware products, and alot of information on the Internet on how to avoid
Spyware. Among al of theinformation available, there is one theme that is common:
Open e-mail attachments from only trusted sources or those that you can confirm their
identity, and when on the Internet, be proactive and security conscience. Referringto a
saying in the Phishing section: If you any doubts or feel suspicious of any material you
are about perhaps downloading, do not download it. Many times, your first instincts
prove to be true.

Wireless

We are dl familiar with Wireless technology to some degree or another. We have used
cell phones, text messaging, sending e-mail, accessing the Corporate Intranet, and
shopping online. Although Wireless does have its many benefits such as convenience
and mohility, it is aso becoming amajor source of ID Theft. This can be attributed
partly to the fact that Wirelessis till an “adolescent” technology, and is till growing.
The pace of Wireless technology development far outstrips the pace in which security
measures can be put in place. The threat from Wirelessis not in the actual technology
itself or the software applications (although there have been cases of flawsin these
software applications, and an increasing trend of hackers penetrating these applications)
itself, but it isin the very nature of Wirelessitself. For example, when we connect our
laptop computer at a“Hot Spot” at the local café, we just take for granted that we can
connect, and transmit whatever information we want to send and receive. But when we
connect, we fail to actually understand how the communication is established so that we
can send and receive that information. It isin this communication process that lies the
greatest vulnerability and risks posed by Wireless, and where ID Theft occurs.

When we establish a connection to the Internet, the information we send and receiveis
actually broken down into very small bits of data, and these bits are known as “data
packets.” So for example, when you send an e-mail, the actual content of that e-mail is



broken down into many data packets, so thisinformation can be transmitted over the
Internet, and reach the recipient’s computer. These data packets are then reassembled
into areadable format at the recipient’s computer. For a detailed description about data
packets, please refer to the article “ Threats To E-Commerce Servers-Part 11”. Usually,
when we connect to the Internet, we connect via a network cable (also known as an
“Ethernet Cable”). So, the data packets travel through the confines of this wiring.
However, with Wireless, when we connect to the Internet, the data packets do not travel
through awire per se, rather they travel through the open air, until they reach their next
point of connection, which is also known as an “Access Point”. As these data packets
travel in the open air, they can be easily intercepted and analyzed by the hacker to reveal
confidential and private information, such as your Username and Password. Once the
hacker has this information, he or she can then assume your identity, and do much further
damage. It isthetransmission of these data packets in the open air which can be
considered the weakest link as well as the greatest vulnerability in Wireless. Thisis
demonstrated in the following diagram:

Diagram Of A Wireless Connection

The Weakest Link
And The Greatest
Vulnerability:
Flow Of Data Packets
In Open Air To The
Wireless Access Pont

Wireless Access Point,
Connection To
Internet

Wireless Connection
From Computer To
Wireless Access Point

ID Theft from Wireless can come from different types of circumstances, such as.

Wireless Network Sniffers

MAC (Media Access Control) Address Control

Rogue Access Points [ The Evil Twins (form of aMan In The Middle Attack)]
Wardriving



Wireless Network Sniffers

A Network Sniffer will allow a Network Administrator of an organization or business to
analyze data packets in the network. While the intention of the Network Snifferis“. .. to
monitor network traffic, analyze packets, watch network resource utilization, conduct
forensic analysis of network security breaches and troubleshoot network problems. . .”
(SOURCE: 28), they can aso be used for illegitimate purposes.

There are two types of Network Sniffers available today: (1) Portable Network Sniffers
(used by smaller businesses and organizations); and (2) Distributed Network Data
Sniffers (used by large businesses and organizations). With the former, this can be
installed onto any local computer. The intention is to capture the data packets, and
conduct real time and playback analysis of these data packets. With the latter, there are
two components: A Monitoring Probe which can be installed at various pointsin a
network, and a Consol, which provides for a central place of administrating the
Monitoring Probes.

Network Sniffers can be very easily used for ID Theft. Thisis so because they are almost
impossible to detect, and can be placed virtually anywhere on anetwork. Also, Network
Sniffers are very proneto Social Engineering tactics. For example, an attacker claming
to be avendor for an organization or business could easily conceal a Network Sniffer and
when they are alone at the place of business, they easily capture and analyze the data
packets within the business intranet. Even legitimate employees, such as Network
Administrators can abuse their privileges and use a Network Sniffer if they are tempted
so. Finally, another reason why Network Sniffers can be easily used for ID Theft is that
when we establish a network connection, we do not encrypt the data we transmit, very
often it sent as plaintext. Datatransmitted in this fashion is aso known as “ Plaintext
Network Traffic”. To aNetwork Sniffer, “Plaintext Network Traffic” isvery easy to
decode and decipher. Many of the network protocols used for E-Mail support “Plaintext
Network Traffic”, such as POP (Post Office Protocol); IMAP (Internet Message Access
Protocol); SMTP (Simple Mail Transfer Protocol); FTP (File Transfer Protocol); and ICQ
(amessaging program). Network Sniffer applications can even be downloaded for free,
especialy if you are using Open Source Software.

The key solution hereis Encryption. Encryption was introduced in the article “ Threats
To E-Commerce Servers-Part |17, and will be discussed again at the end of this article.

MAC (Media Access Control) Address Control

The Media Access Control can be defined as”. . . . aunique code assigned to most forms
of networking hardware [and] the address is permanently assigned to the hardware.. . . .”
(SOURCE: 29). In other words, it isaunique numerical addressthat isliterally burned
and stored (as well asvisible) into a networking hardware, such as Network Interface
Card, in order to specifically identify that piece of hardware on anetwork. The MAC
addressis also known as a“Hardware Address’, or a“Physical Address”. The MAC
Addressisa12 digit hexadecimal format and can be represented as follows:



MM:MM:MM:SS:SS.SS

Where “M” stands for Manufacturer, and the “S” stands for a Serial Number. The first
half (the“M” *s) of the MAC Address identifies the Manufacturer of the Hardware
Device, and the second half of the MAC Address (the“S’ ‘s) is the unique Serial Number
of the network hardware, which is assigned by the Manufacturer (SOURCE: 30).

So how does aMAC Address pose avulnerability to ID Theft? Well, most Wireless
Access Points have alist of MAC Addresses which are allowed and not allowed to have
network access at that particular Wireless Access Point. The security premiseis that
sincethe MAC Addressis static (meaning it can never be changed on the hardware
itself), you can control who has network access by simply creating alist of blocked and
authorized MAC Addresses. So for example, if you are trying to connect your laptop
computer at a“Hot Spot” in acafé, and your MAC addressison alist of approved MAC
addresses at that Wireless Access point in the café, you will be able gain Internet access.

However, it is pretty easy to “spoof”, or “impersonate” an authorized MAC Address. All
ahacker really needs is a Network Sniffer (and some other tools), in order to determine
thelist of allowed MAC Addresses at a certain Wireless Access point. Once a hacker
has determined alist of authorized MAC Addresses, they can very easily assume the
identity of an authorized MAC Address (by associating the MAC Address on their own
computer with an authorized MAC Address, via a Spoofing Software Utility, or by
manually editing the registry in a Windows Operating System), thus bypassing any
network access control systems. The end result is that the hacker then possesses the
ability to impersonate an authorized user, gain access to an organization’s or businesses
interna network, and steal vital information.

The bottom line: The use of MAC Addresses as a means of Wireless security isvery
limited, and it should never be relied upon as the only means of Wireless security. In
other words don’t think of the MAC Address as areliable Personal Identification Number
(PIN), because it can be very easily stolen and used as avehicle for ID Theft.

Rogue Wireless Access Points

A Rogue Wireless Access Point can be defined as*“. . . .unauthorized [wireless| access
points that are deployed with amalicious intent [but also] it would refer to any
unauthorized device irrespective of itsreal intent” (SOURCE: 31). So although we
often correlate a Rogue Wireless Access Point with a hacker, it could also the case that it
was set up by sheer mistake. But whatever the intent, the bottom lineis that this can be a
source for ID Theft, and can cause serious damage to an organization or business.

Based upon the definition, there are five classes, or types of Rogue Wireless Access
Points:

1) A Wireless Access Point set up by an employee: With the advent of telecommuting
and working from home, employees can easily set up a Wireless Access Point which



connects to the Corporate network, using a Small Office Home Office (SOHO)
wireless access point. However, when setting up this kind of wireless access point,
the employee may not follow the security policies established in creating a secure
connection. This can leave company information and data at great risk, thus creating
asource for ID Theft to occur.

2) A Wireless Access Point which becomes misconfigured: A wireless access point, for
some reason or another can become misconfigured, whether it was atechnical flaw,
employee negligence, or doneintentionally. The bottom line is that any wireless
access point which becomes misconfigured technically becomes a Rogue Wireless
Access Point, and can be a vulnerability for any organization or business.

3) A Wireless Access Point Associating with another Wireless Access Point: A client
device (such as alaptop, PDA, etc.) “. . . . automatically choose[s] the best available
AP [Access Point] nearby and connect[s] with them .. ..”(SOURCE: 31). Asa
result, awireless client of one corporate WLAN can easily connect to another,
completely different corporate WLAN which is nearby. Although these types of
associations are not intentional, they can pose seriousrisk. Thistype of wireless
association occurs when there weak authentication mechanismsin place.

4) Wireless Access Points that do not conform to corporate security policies: A
Wireless Access Point can be considered “rogue” if it isnot set and implemented per
the corporate security policy. Therefore, it isvery important to convey to the IT staff
under what corporate security policy guidelines the Wireless Access Points should be
installed and implemented, so there no weaknesses that can lead to ID Theft.

5) Wireless Access Points set up by attackers: A knowledgeable attackers who is bent
upon stealing an organization’s or businesses’ information and data can easily
themselves set up a Rogue Wireless Access Point. An attacker can not only steal a
Username and password, but they can aso disrupt network traffic so that other clients
are affected, and launch Denial of Service Attacks (seethe article “Threats To E-
Commerce Servers-Part 1” for areview on Denial of Service attacks).

Probably one of the most deceptive attacks that can be launched in Wirelessis known as
“The Evil Twins’ (aform of a“Man In The Middle Attack”, as referenced in the
beginning of this article). In this scenario, an attacker would set up his laptop computer
asaWireless Access Point, and have it transmit asignal. Intechnical terms, thisis
known as a* Soft Access Point”, or “The Evil Twin”. An identification beacon or a
“Service Set Identifier” [which can be defined “. . . .as a sequence of characters that
uniquely names awireless local area network [and] this name allows stations to connect
to the desired network when multiple independent networks operate in the same physical
area” SOURCE: 32)] isthen transmitted which lets other laptop computers and wireless
devices know that this “ Soft Access Point” is available to connect to. To fool the user
even more, an attacker can even make the Service Set Identifier ook like the real thing,
by giving it aname like“T-Mobile’. The key hereisthat the attacker hasto be closeto a
user, and the signal originating from the “ Soft Access Point” has to be stronger than any



other Wireless Access Point in the vicinity so that the user’ s laptop will be “attracted” to
the “ Soft Access Point”.

The next part of “The Evil Twins’ attack is for the attacker to create Web pages or even
aWeb site that looks like areal, authentic, and legitimate website, such asa T-Mobile
login page (these Web pages or Web site is stored at the “ Soft Access Point”, or “The
Evil Twin”). The end result is that the user has not only been fooled into thinking they
have logged into a legitimate wireless access point, but also that they have been
redirected to a phony website which looks like the real thing, in which they now submit
their Username and Password, or their Credit Card information, which will then be
logged and kept for future use by the attacker.

At the beginning of thisarticle, | used the example of acafé at an airport. In redlity, this
would be a perfect place to launch such an attack. Thistype of environment would be the
ideal place in which to conceal such a Rogue Wireless Access Point. For example, an
attacker could easily conceal their laptop computer in their backpack.

The Evil Twins

Legitunate Wirelegs \
Access Point

k2

F 3
5 Soft Access Point (Evil Twin):
User Computer, Service Set Identifier Beacon: Containg Phony Web Site,
Connects To Soft Stronger Signal. Close Proximity Username/Password and
Access Point To User Computer Credit Card Information
Logged And Stored

Why isit so easy to launch an “Evil Twin” attack? For onething Wirelessis very
popular, convenient, and easy to use. But for the most part, there is a saying that the user
istheir own worst enemy. Meaning, they assume their Wireless connection is secure, and



they are not educated or informed enough as to why Wireless ID Theft attacks are so
successful.

Wardriving

Another source of ID Theft in Wirelessis known as “Wardriving” (also known as
“Access Point Mapping). Specifically, it can be defined as“. . . . the act of locating and
possibly exploiting connections to wireless local area networks while driving around a
city or elsewhere” (SOURCE: 33). Essentially, thisinvolves a hacker driving around,
and attempting to locate wirel ess access points that are not protected, and whose
broadcast capabilities extends further than the confines of an office building. The
ultimate objective isto be able to establish a wireless connection into an organization’s or
businesses' internal network, and steal confidential information.

In the previous three Wireless vulnerabilities discussed, an attacker does need to have a
good knowledge of Wireless networks and how to exploit them. However, thisisthe
opposite with Wardriving. An attacker needs only very basic toolsin order to launch a
successful Wardriving attack (in this case, attackers are also known as ‘Wardrivers’).
For example, all an attacker really needsisto haveis. 1) A portable computing device,
such as alaptop computer or PDA; 2) A Wireless Network Interface Card; 3) An
Externa Antenna, which is used to extend the reach of the Network Interface Card. The
antenna of choice for Wardriversis the Omni-directional area, becauseit has the
functionality to scan an entire areafor Wireless Access points; 4) An Amplifier to
further extend the reach of the Network Interface Card; 5) A Global Positioning System
(GPS) to record the geographic coordinates of the Wireless Access Points; 6) A
Scanning Software System, to detect the Wireless Access Points. Such systems can be
downloaded from the Internet, and can be considered to be in the realm of Open Source
Software.

Like Dumpster Diving, thereis no legal precedence for Wardriving (SOURCE: 34).
Because of thislegal “Gray Area’, Wardriving will be atool of choice in which to launch
ID Theft Attacks. For example, aWardriver could gain access to wireless access points
to steal information and data, but they could also use that unauthorized access as a
legitimate alibi by claiming that they were trying to point out the weaknesses of wireless
access points in a certain geographic region.

Pharming

With Phishing, you are presented with alink to take you to phony website. With
“Pharming”, you are not presented with alink to click on. Rather, you are taken directly
to aphony website after you even type in aWeb address. More specifically, Pharming
can bedefined as“. . . . the exploitation of avulnerability in the DNS server software that
allows a hacker to acquire the Domain Name for a site, and to redirect that website's
traffic to another web site” (SOURCE: 35).



DNS stands for “Domain Name Server”. When you type in a Web addressin your Web
Browser, such as www.htgsol utions.com, the Web address actually gets broken down
into what as a*“ Transmission Control Protocol/Internet Protocol Address’, or TCP/IP
Address for short. For example, the TCP/IP Address for www.htgsolutions.com is
64.78.54.76. 1t isthrough this TCP/IP Address that your Web Browser can call up the
Web pages of www.htgsolutions.com. Technically speaking, you can enter either the
Web address or the TCP/IP Address, and that will take you to the Website. Y ou may be
asking at this point why even have aWeb address if all you have to remember a series of
numbers? Well, it is easy to remember perhaps afew of this TCP/IP Addresses, but if
you have to remember alot of them, it can be very difficult. Thisisthe very premiseon
which the Internet system is based upon: It iseasier having to remember alot of names
(specifically Domain Names or Web addresses, both are used to mean the same thing).

The DNSis an actual server which trandates the Web address into the TCP/IP Address,
and from there, takes your Web Browser to the Web Site you are requesting to go to.
However, it isthis very trandation of the Web address into the TCP/IP Address which
also presents a security vulnerability to the DNS Server. The DNS Servers are constantly
playing a Question and Answer game, in other words, they receive a question from a
computer about the TCIP/IP Address of aDomain Name, and the DNS Server then hasto
reply back with that TCP/IP Address, and direct that computer to the specific website.
For example: “DNS servers are constantly sending out questions ("What's the |P address
of [www.htgsolutionscom?] and receiving answers ["www.htgsolutions.com is at
64.78.54.76"] (SOURCE: 36). However, the DNS Server does not authenticate these
requests and answersit receives. All of these Domain Names and the respective TCP/IP
Addresses are stored for sometime in what is known as “Cache Memory”. For example,
rather than starting a fresh request over again to find the TCP/IP Address of a Domain
Name, the DNS Server will simply look into this “ Cache Memory” to find this TCP/IP
Address, especially if it isafrequently requested Domain Name. It isthislack of
authentication in the trandation of the Domain Name (or Web address) into the TCP/IP
Address which attackers take advantage of. So, an attacker can insert afake TCP/IP
Addressinto this“Cache Memory” of a DNS Server, and as aresult, the DNS Server will
then direct the user to afake website, but looks like thereal thing. To illustrate this, an
attacker can easily modify the TCP/IP Address of www.htgsolutions.com in the “ Cache
Memory” of the DNS Server with aphony TCP/IP Address, and from there, the DNS
Server will then direct the user to the Website of the phony TCP/IP Address. But on the
other end, the attacker, will have created a Website which looks just like

www. htgsol utions.com, so to the user, it will look like the real website of
www.htgsolutions.com, but in reality, it is aphony Website. Thisentire scenariois
called “DNS Cache Poisoning”. This can prove to be avery deceptive tool for
conducting ID Theft, because the user will be entering their Username/Password, or enter
their Credit Card Information at a Website they think isreal and authentic, but in reality
isaphony site, in which the attacker can log and record all of thisinformation for future
use.

Probably one of the best ways to mitigate the risks of ID Theft from Pharming isthe
implementation of encryption (such as secure Socket Sockets Layer, which is discussed



in detail in the article “ Threats To E-Commerce Servers-Part 11”) and the use of Digital
Certificates. In broad terms, aDigital Certificate can be defined as“. . . an electronic
"credit card" that establishes your credentials when doing business or other transactions
on the Web. It isissued by a certification authority (CA). It contains your name, a serial
number, expiration dates, a copy of the certificate holder's public key (used for
encrypting and decrypting messages and digital signatures), and the digital signature of
the certificate-issuing authority so that arecipient can verify that the certificate is rea”
(SOURCE: 37). Also, there are steps you can take to protect yourself, especialy if you
are conducting online banking or Credit Card transactions. Make sure that you arein an
encrypted Login Session by noticing alocked padlock in the lower left hand screen of
your Web Browser, and that you see “https” instead of the usual “http” in the Web
Address bar of your Web Browser. The “s’ indicates that you arein a secure Login
Session. Also, asageneral rule of thumb, never proceed to go to a Website if you see
this kind Security Alert Message in your Web Browser:

Security Alert E

H Intormation you exchange with this site cannot be viewed or changed
by others. Howewer, there is a problerm with the site's security
cettificate.

@  The security cedificate is from a trusted cedifying authority.

@  The security cedificate date is walid.

My The name on the security certificate is invalid or does not match
the name of the site

Do youwant to proceed?

Yes Mo | “iew Cetificate l

Essentially, thiswarning is saying that the Digital Signature (or Certificate) of the
Website you want to go to does not match the Domain Name. While there could be other
reasons for this type of Security Alert Message to appear, this could be avery strong
indication of the potential of a Pharming Attack.

Shoulder Surfing

The sources of ID Theft discussed previously (especially Phishing, Internet Access, and
Pharming) prey upon the fact that victims do not know or not educated enough about the
technology involved so that they can steps to protect themselves. Well, there is another



source of 1D Theft that preys upon peopl€'s sheer ignorance about the surroundings that
they arein. Thissource of ID Theft is called “ Shoulder Surfing”. Specifically, Shoulder
Surfingisdefined as®. . . . using direct observation techniques, such as looking over
someone's shoulder, to get information” (SOURCE: 38). Shoulder Surfing can be any
of the following:

1) Somebody looking over your shoulder covertly at your place of work when you are
typing on your keyboard;

2) Somebody looking of your shoulder at an ATM Machine to get your PIN Number as
you typeit in to withdraw cash;

3) Somebody overhearing your confidential conversation (such as your Credit Card
Information if you are making a purchase over the telephone) as you talk on a pay
phone, or especially your cell phone;

4) Somebody taking a picture of you on their cell phone as you arefilling out an
application which requires you to provide sensitive information (such as Social
Security Number);

5) Somebody taking a picture of you with their Cell Phone Camera as you make a
purchase (a picture of your Credit Card , Driver’s License, or ATM Card can be taken
very easily);

6) Somebody looking over your shoulder in a café, airplane, or a restaurant when you
are accessing personal information on your laptop computer;

7) Attackers even putting up fake ATM Machinesto capture your PIN Number:
“Dozens of cases of fake ATMs have popped up around the country . . . .people
dressed as technicians wheel the machines into malls, stores or other public areas,
plug them in, and then wait a few days while the machine records the magnetic
information and the personal identification numbers on hundreds of cards. . .”
(SOURCE: 39).

8) Somebody watching customers as they leave places of commerce and business, to see
if they drop any purchase receipts (thisis especialy true during the busy Holiday
season);

9) Somebody claiming to be atechnical support specialist and providing direct
assistance to you at your computer or ATM Machine (essentially so they can watch
the keys on your keyboard or numbers on the number pad at an ATM Machine as you

type);

10) Somebody looking at you through binoculars or even a small telescope as you are
making a business or financial transaction;



11) Somebody looking over your shouldersin acovert fashion to seeif people have left
Post It Notes stuck to their computer monitor which has their Username and
Password written on it-also known as “ The Post-It Syndrome” (see picturein the last
section of this article).

12) Somebody putting athin layer of ultraviolet material on a keyboard to subsequently
which keys have been pressed on the keyboard;

13) Somebody trying to guess the number of charactersin your Password by listening
into the number of “clicks” or keystrokes on the keyboard;

14) Somebody listening in as you enter your PIN Number on the telephone keypad in
order to determine that PIN Number based on the sound of the Dual Tone Multi
Frequency tone (SOURCE: 40).

What are some ways to avoid Shoulder Surfing?

1) Probably the best form of protection isto be aware of the surroundings you arein
when you conduct your business and financial transactions. For example, don’t
conduct your business and financial transactions where there are large groups of
people present. Shoulder Surfers wait for their victimsin just this type of
environment.

2) Besuspicious of peoplethat are very close to you, especidly if you arein an
environment that is not crowded. For example, if you are at an ATM Machine, if
there is somebody unusually nearby, block their view from the ATM Number keypad
as you enter your PIN Number, by shielding with your body or cupping your hand
over it.

3) If you are talking on a public phone or your cell phone, make sure you cannot be
overheard, especialy if you are giving out your Credit Card Information or Social
Security Number. In this situation, try to write down sensitive information, and do not
repeat it out loud. Also, avoid using a cordless phone. Shoulder Surfers with
eavesdropping equipment can easily listen in on any conversation.

4) If you arefilling out any type of application form which requires sensitive
information, do the best you can to make sure there is nobody around that has a Cell
Phone Camera.

5) If you arein an airplane or café, make sure that you do not access personal and
confidential information, wait until you are in a secure and private location to access
such information. If you have to access such information, use a specia filter you can
put over laptop screen which will limit the range of visibility.



Skimming

Although Shoulder Surfing can include the use of technology in which to capture
personal information, Skimming relies completely on using technology to get your
identity. Specifically, it can be defined as®. . . . another method identity thieves use to
get your personal information. . . . it’s usualy done by an employee of arestaurant, a gas
station, or any other place where you swipe your card” (SOURCE: 41).

There are two scenarios now attackers use to conduct ID Theft. They are the stealing of
actual Credit Card Information, or ATM Debit Card Information. With the theft of Credit
Card Information, thisistypicaly donein arestaurant setting, if you pay for your bill
with a Credit Card, and entrust your waiter to swipe your Credit Card through not in front
of your presence. A good, real world example of thistype of Skimming actualy
happened at arestaurant in Falmouth, Maine. Suspicion first arose when customers of
the restaurant noticed abnormal charges on their Credit Card Statements, or received
telephone calls from Credit Card Companies about these abnormal charges. Apparently,
the Credit Card Information from these customers was stolen, and used at casinosin
Nevada, New Mexico, and California. Also, large dollar purchases were made such as
television sets. How did thisform of 1D Theft occur? Apparently, the waiter for these
customers scanned their Credit Cardsinto a small device known as a“ Skimmer”, out of
sight from the customer, and before scanning the Credit Card through restaurant’s
legitimate Credit Card Scanner. This deviceis about the size of a pager, and has a
swiping mechanism where a Credit Card can be swiped , and data from the magnetic strip
of the Credit Card is stored. Thereis enough memory capacity in the Skimmer to store
information on up to 100 Credit Cards. The data from the Skimmer can then be
downloaded onto a computer where the attacker can then make unauthorized Credit Card
purchases, open up new Credit Card Accounts, or even make produce fake Credit Cards.
In the end, the total cost of the fraudulent charges exceeded over $10,000 (SOURCE:

42). Although restaurants are a very conducive environment for this type of Skimming, it
isimportant to note that it can happen anywhere, where your Credit Card is swiped not in
front of your presence, and where there is a high turnover rate of employees. Employees
who are involved in Skimming schemes work for only avery short duration of time, and
then leave immediately after they have accomplished their task of stealing Credit Card
Information, in order to reduce the chances of being caught..

With the theft of ATM Debit Card Information, an attacker can also attach a Skimmer
directly in front of the ATM Machine, and make it ook alegitimate ATM Debit Card
Scanner. But in reality, in this scenario, it is not the actual ATM scanner that is reading
your ATM Debit Card Information, it is the attacker that is recording an logging the
information for future use. Also, attackers can install very small camerain a conspicuous
location at the ATM Machine, such as abrochure or information rack, in order to gather
your PIN Number information.

How can you avoid becoming avictim of Skimming?



1) Always, whenever possible, try to conduct all of your business and financial
transactions with cash, in order to avoid the use of an ATM Dehit Card or Credit
Card.

2) Request and insist that your Credit Card or ATM Debit Card be processed directly in
front of you. Never let your Credit Card or ATM Debit Card out your sight wheniitis
being processed. If the place of business will not abide by this request of yours, then
you, the customer are more than entitled to take your transactions to a place of
business that will honor this request.

3) Whenyouareat an ATM Machine, pay attention to the physical layout and
appearance of it:

Be aware of anything which looks unusual, such as any equipment or wiring
that looks out of the ordinary;

If anything does look physically unusual at the ATM Machine, try to pull or
tug at the equipment to see it isloose (it isloose, it could very well be a
Skimmer);

Try to find any miniature cameras by carefully examining the
information/literature racks, and other inconspicuous areas of the ATM
Machine;

After you conduct afinancial transaction at an ATM Machine, make sure your
Debit Card is returned immediately, and if not, consider yourself to be a
possible victim of Skimming, and notify the financia institution immediately
to whom the ATM Machine belongs to;

Take notice of any unusua signs or announcements at the ATM Machine. An
example of thiswould be:

“If for any reason the ATM malfunctions please input your PIN number
three times and press cancel” (SOURCE: 43);

It is good practice to try to use the same ATM Machine as much as possible
for conducting financial transactions. That way, if anything is out of the
ordinary, you will notice it immediately.

4) Remember this Cardinal Rule: “Don’t let your Credit Card or ATM Debit Card be
swiped twicel!"



How To Protect Yourself From Identity Theft

This section provides tips and suggestions you can use to protect yourself from ID Theft.
Thislist isgenera in nature, but it gives you an idea of the steps you can take. Some of it
will be repeated what | discussed previously in the article, but for something like this, it is
necessary to make the point twice. Remember, thislistisnot al inclusive. ID Theftisa
situation which is constantly changing, and as solutions are put in place, attackers are
coming up with even newer methods to steal your Identity.

The Tips and Suqggestions

1) If you think in any way that you have become avictim of 1D Theft, immediately
contact all of your Financial Institutions and Credit Card Companies. Also, contact all
of the three Credit Reporting Agencies, so that they can put an ID Theft Alert on your
credit history. The three Credit Reporting Agencies and their respective telephone
numbers are:

Equifax: 800-525-6285, www.equifax.com
Experian: 888-397-3742, www.experian.com
Trans Union: 800-680-7289, www.transunion.com

2) Always check your Credit Report at least once ayear-it isfree. If possible, try to
check once every quarter.

3) Always closely inspect your Bank Statements, Credit Card Statements, and other
Financial Documents (such as Mutual Fund or Brokerage Statement) to see if there
are any erroneous charges or stolen funds, If you have Online Banking and Online
Credit Card Information, check your Bank Accounts and Credit Card Accounts at
least once aweek-remember, it only takes afew minutes to login and check.

4) Asstated previoudly in this article, aways shred important documents, if you are
going to discard them. A decent shredder is very cheap to purchase. The Rule of
Thumb hereis: If there is something you do not want other people to know about or
have in their hands, shred it.

5) Make surethat you receive al of your Monthly Bills on time, and that you receive all
of them. Identity Thieveswill try to steal mail, and especially Billing Statements. |If
there any interruptions in the frequency in which you receive your Monthly Bills, or
have not received any, immediately contact your Creditor.

6) Try to secure your Postal Mailbox as much as possible. Obviously this depends on
the type of structure in which you live, but the best type of protection would be to
have amail chute in your front door, so the Postman can simply drop the mail in, an it
will fall right behind your locked door.



7) Make sure you completely destroy al rebate Offers, Credit Card Offers, etc. you
receive in the mail if you do not want them. These can also be a source of ID Theft.
Also, if you are receiving an order of Checks from your Financial Institution, confirm
when you should be receiving the checks. And if they do not come, contact your
Financia Institution immediately. Better still, pick up the checks at your Financial
Institution after they are printed. Another Rule of Thumb: Only have your Name and
Address printed on the checks, and nothing else.

8) Never, never, give out your Social Security Number, Password, or Credit Card
Information to another person unless you can 100% confirm the Identity of the person
who isreceiving the information, and if you can trust them absolutely. This holds
especialy for Telemarketing Calls, and E-Mails.

9) Asl have also stated previously in the article, be very careful about opening up any
E-Mail attachments. This holds especialy true for attachments that havefile
extension types of .exe; .pif; .com; .zip; and .src. Unless you are expecting this kind
of file attachment, it is very likely an attachment which contains Malicious Code, a
Trojan Horse, or Spyware.

10) When downloading any kind or type of Software from the Internet, make sure you
feel secure and comfortable about downloading it, and that you can confirm the
Software comes from atrusting and authorized source. If you have any doubts
whatsoever, do not download!!! Usually, your gut feeling provesto beright in this
type of scenario. As stated previously in the article, remember this Cardinal Rule:
“If in doubt, do not download it!!!”

11) Make sure you secure your Garbage Can(s) to avoid Dumpster Diving.

12) Make sure you deposit your Postal Mail in a secure Mailbox. Granted it is easy and
convenient to have | eave the Postman pick up the mail from your Mailbox, but this
can aso be amajor source of 1D Theft, especialy if you have an insecure Mailbox.
Also, try not to use the physical Red Flag on your Mailbox. ThisisaRed Flag
signaling to the Identity Thief that there is something worth stealing.

13) Protect your Wallet or Purse: “Don't make your wallet along-term financia file-
cabinet of bank receipts, invoices, etc. —Take time to remove such items from
your wallet each day” (SOURCE: 44).

14) 1If your Credit Card Company offers the option of showing your picture on your
Credit Card, take advantage it.

15) As much as you have to protect your Credit Cards, also carefully guard your Banking
and Financia deposit Slips. They not only have your bank Account Information, but
they can be used to withdraw money from your account.



16) Make sure you keep a copy of al Financial Records. Yes, it isavery time consuming
process, but it will pay huge dividends if you do become avictim of ID Theft.

17) When using an ATM Machine: Beware of your physical surroundings; have your
ATM Card ready for immediate use as you access the ATM Machine; Memorize your
PIN Number, do not write it on the back of your ATM Card; Be sure you take with
you all transaction receipts the ATM Machine gives you.

18) Your Social Security Number is your Primary Unique Identifier-and you need to be
extremely careful about giving it out. Obviously, you will need to it out to your place
of employment, applying for aloan, and checking Credit Information. But ultimately,
remember that is up to you if you want to give out your Social Security Number.
Nobody can force you to giveit out. If you are uncomfortable giving out your Social
Security Number to somebody asking for it, then ask these questions:

For what reason the Social Security Number is needed;

The way or manner in which it will be used;

What kind of law requires the need for a Social Security Number;

The consequencesif you do not give out your Social Security Number.

19) In terms of Computer Security, some safety guidelines include keeping your
Operating System up to date with the latest patches and software upgrades; use Anti-
Virus Protection, and keep it updated regularly, and use it on all E-Mail attachments;
Install and use Anti-Spyware Software; Implement the use of a Firewall.

20) Be careful about posting your Resume online-Identity Thieves lure job seekers into
false job postings for the sole purpose of stealing confidential and personal
information.

21) Make sure you protect your Password, hereis alist of some best practicesin creating
your Password and protecting it:

Use a combination of uppercase and lowercase | etters;
Use acombination of digits, letters, and punctuation marks;
It should be at least eight characters long or greater;

It is not created based upon personal information-such as family names, names of
friends, etc.

Do not reveal the password to anybody;
Passwords should not be revealed in e-mail messages,

Y our employees should not even reveal their passwords to their supervisors;



Passwords should not be discussed, hinted at, or revealed in any type of
conversation;

Passwords should not be shared with immediate family or friends;

If anybody demands the password of your employees or management colleagues,
this should be reported immediately to the network security administrator-an act
of Social Engineering could be occurring;

Many software applications, especially Internet Explorer, have afunction or
option called “ Save Password” or “remember My Password”. Although enabling
this feature may some time logging into the network, it could have disastrous
consequences. Tell your employees NOT TO USE this option.

Above al, do not allow your employees to post their passwords on a Post-It Note,
and stick it to their monitor. Thisis probably the most common type of password
misuse. Itisaso known asthe “Post-It Syndrome”. Hereisapicture of it:

22) If you are disposing of your computer, remove the Hard Drive(s) and then deposit
your computer and Hard Drive(s) at two different garbage locations, and at two
different times. But make sure you also render the Hard Drive(s) physically useless.
Simply deleting files from your hard Drive(s) and reformatting it is not enough-
Identity Thieves can still find away to recover the information contained in the Hard
Drive(s).



23) With respect to Wireless, there could be literally volumes of pages written oniit. In
many respects, it can still be considered an Emerging Technology, and Security
Threats and Vulnerabilities coming out daily. Probably the best form of protectionis
to be aware of your surroundings and who you are sitting next to when you establish a
Wireless Connection, especialy in an airport or café setting. Make sure that your
Wireless Connections are encrypted, and make sure that you follow your company’s
Wireless Security Policies one hundred percent.

24) If you are conducting Online Banking or E-Commerce Transactions, make sure you
transact all business on an Encrypted Session. You can tell if you are in an Encrypted
Session by noticing the “s” in the “http” in the Web Address bar in your Web
Browser, aswell as alocked padlock icon in the bottom left of your Web Browser, as
discussed earlier in the article. But there is one thing you need to be sure of: Make
sure that you submit your Username and Password after you are in an Encrypted
Session, and not before. 1f you submit your Username and Password in an
Unencrypted Session, it will then be sent as Plaintext, and then the Identity Thief can
easily hijack your Username and Password.

25) Asan E-commerce Business owner, you have to be concerned abut Social
Engineering Attacks as aform of 1D Theft, as discussed earlier in the article. Here
are some suggestions to follow:

To protect against Social Engineering you must focus on the human element-
not so much the actual IT side.

Unfortunately, the best way anybody can learn to prevent a Social
Engineering attack isto actually experienceit.

Asaresult, it is very important to create and maintain discussion groups and
awareness programs for the employees of your business.

These discussion groups and awareness programs could consist of the
following topics:
-Repeated exposure to the security policies related to your
company.
-Various tipson how to identify a Social Engineering attack when
it occurs.
-Entice your employees by sharing actual Social Engineering
attacks that have occurred (it is human nature to love to hear about
other people s mistakes).

-Give recognition to employees who have prevented a
potential Social Engineering attack.



* Make sure that security personnel or administrative staff check and double
check al ID’s of people entering and leaving your business-have them
compare the ID’s against adaily list of people who are visiting your business.

¢ Maintain and implement a document classification scheme both for documents
on hard copy and those that are on the company Intranet.

* Maintain a challenge-response security system-many Social Engineering
attacks occur viathe phone.

* When selecting a supplier or vendor, conduct a background check to confirm
that they have not been involved in a Social Engineering attack.

¢ Conduct “Penetration Testing” at your business on a periodic basis-this will
reveal any vulnerabilities.

* Thebottom line: On acontinual basis, convey to your employees the
procedures “. . . for the correct handling and release of information that is
considered critical and sensitive. . .” to your business (SOURCE: 45).

Conclusions

In summary, this article has extensively reviewed Identity Theft. A formal definition was
provided, as well as the differentiation between Identity Theft and Identity Fraud.

Several real world examples of Identity Theft were provided, as well as some of the
major sources as to where Identity Theft occurs (Social Engineering; Dumpster Diving;
Wireless; Phishing; Pharming; Shoulder Surfing; and Skimming. Finaly, tips and
suggestions were provided as well as to how you could protect yourself from Identity
Theft.

There are no easy answers or solutions to Identity Theft. It isaproblem which will be
here for along time, do not expect it to just vanish away. The problem is as technology
keeps improving, Identity Thieves are constantly finding new ways in which to sabotage
and exploit private and confidential information. The best form of protection isto just be
proactive and keep abreast about Security Issues. The few minutes you spend now to
safeguard you documents and business information and data will pay huge dividends in
the long term, but remember if you do become avictim of ID Theft, it could take just as
long or longer and great financial cost in order to reclaim your personal or business
identity.

Our next article, entitled “A Security Policy Model For The E-Commerce Business” will
examine how to develop and implement Security Policies for the E-Commerce Business.
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